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Abstract:	Digital	 forensic	 science	 is	 very	much	 still	 in	 its	 infancy,	 but	 is	 becoming	 increasingly	 invaluable	 to	
investigators.	 A	 popular	 area	 for	 research	 is	 seeking	 a	 standard	 methodology	 to	 make	 the	 digital	 forensic	
process	accurate,	robust,	and	efficient.	The	first	digital	forensic	process	model	proposed	contains	four	steps:	
Acquisition,	 Identification,	 Evaluation	 and	 Admission.	 Since	 then,	 numerous	 process	 models	 have	 been	
proposed	 to	 explain	 the	 steps	 of	 identifying,	 acquiring,	 analysing,	 storage,	 and	 reporting	 on	 the	 evidence	
obtained	 from	 various	 digital	 devices.	 In	 recent	 years,	 an	 increasing	 number	 of	more	 sophisticated	 process	
models	 have	 been	 proposed.	 These	 models	 attempt	 to	 speed	 up	 the	 entire	 investigative	 process	 or	 solve	
various	of	problems	commonly	encountered	in	the	forensic	investigation.	In	the	last	decade,	cloud	computing	




expedite	 the	 investigative	process,	but	 can	also	 result	 in	 significant	 cost	 savings	–	 freeing	up	digital	 forensic	











evidence	originating	 from	much	more	 than	 just	computers,	 such	as	smartphones,	 tablets,	 Internet	of	Things	
Devices,	or	data	stored	in	the	cloud.	
	
In	 the	 not-so-distant	 past,	 most	 cases	 involving	 digital	 forensic	 investigation	 involved	 criminals	 using	
computers,	networks	or	other	 IT	 infrastructure	as	a	tool	 for	conducting	their	crimes.	At	that	time,	the	set	of	
devices	requiring	analysis	usually	consisted	of	a	single	computer	and	the	cases	 involving	digital	 investigation	
were	infrequent.	Society	has	become	increasingly	reliant	on	a	variety	of	digital	devices,	as	a	result,	there	is	a	
massively	 increased	 need	 for	 expert	 digital	 forensic	 analysis	 across	 a	 variety	 of	 cases,	 and	 a	 multitude	 of	
devices	requiring	analysis	per	case	has	become	commonplace.	The	increasing	number	of	cases	involving	digital	
investigation;	 the	number	of	digital	devices	 requiring	analysis	 is	also	 increasing;	 the	 storage	volume	of	each	
device	 is	growing;	 the	diversity	of	digital	devices	and	 the	various	 form	of	 storage	 formats,	 file	 systems,	e.g.,	
Internet-of-Things	 devices,	 wearables,	 cloud	 storage,	 etc.,	 introduces	 additional	 complexity	 to	 the	 digital	
forensic	 process.	 All	 these	 factors	 ultimately	 lead	 to	 the	 mounting	 digital	 forensic	 backlog	 commonly	
encountered	in	law	enforcement	(Lillis	et	al.	2016).	
	
A	 standardised	 framework	 to	guide	 the	process	of	digital	 forensics	 is	 vital	 to	expedite	 the	process	of	digital	
forensic	investigation	and	to	address	issues	such	as	the	increasingly	volume	of	data	(Reith	et	al.	2002;	Kohn	et	













● Resources	 Management	 -	 Only	 need	 manage	 a	 single	 system	 rather	 than	 several	 independent	
forensic	machines.	




This	 paper	 discusses	 current	 digital	 forensic	 processing	 models	 and	 evaluates	 their	 appropriateness	 and	
















A	 standard	methodology	 in	digital	 forensics	 investigation	 consists	of	 a	definition	of	 the	 sequence	of	 actions	
necessary	in	the	investigation.	A	framework,	if	it	is	too	simplistic	or	has	fewer	phases,	might	not	provide	much	
guidance	 to	 the	 investigation	process.	A	 framework	with	more	phases	 and	each	phase	with	 sub-steps,	with	
more	limitation	of	its	usage	scenario	may	prove	more	useful.	Even	though	it	 is	almost	impossible	to	design	a	
perfect	 process	 model	 that	 can	 deal	 with	 any	 investigation,	 an	 ideal	 framework	 should	 be	 general,	 which	
means	that	it	could	be	applied	to	as	many	cases	as	possible.	Furthermore,	considering	that	techniques	evolve	





similar	approach.	The	earliest	 research	concentrated	on	defining	 the	process	of	digital	 forensic	 investigation	
(Kohn	et	al.	2013).	More	recently,	process	model	research	centres	around	solving	more	specific	issues	-	specific	
use	cases	or	focus	on	particular	steps	(evidence	collection,	preservation	or	examination,	analysis).	The	triage	
model	 (Hitchcock	et	al.	2016;	Rogers	et	al.	2006)	 is	effective	 for	cases	 that	are	 time	sensitive.	By	employing	





Drive,	 Dropbox,	 Apple’s	 iCloud,	 etc.,	 are	widely	 used	 by	 consumers	 around	 the	world.	 The	 development	 of	




















● The	 first	 type	 consists	 of	 general	 models	 that	 define	 the	 entire	 process	 of	 digital	 forensic	
investigation.	 These	models	were	 proposed	 from	 2000	 to	 2010.	 Through	 that	 time,	 precisely	what	
should	be	done	and	the	order	 to	do	each	step	 in	a	digital	 forensic	 investigation	was	still	 somewhat	
controversial.		
● The	 second	 type	 focus	 on	 a	 particular	 step	 in	 the	 investigation	 process	 or	 a	 specific	 kind	 of	
investigative	case;		






entire	 investigative	 process	 consistent	 and	 standardised.	 A	 number	 of	 general	 digital	 forensic	 processing	
models	 have	 been	 defined.	 Most	 of	 these	 frameworks	 define	 a	 group	 of	 necessary	 steps	 in	 a	 whole	
investigation	process,	and	the	models	were	refined	over	time.	The	later	models	improve	upon	the	former	ones	
by	 including	 some	 additional	 steps	 or	 defining	 sub-steps	 of	 the	 process	 models	 -	 making	 each	 step	 more	
precisely	defined.	
	











the	 definition	 of	 the	 key	 concepts	 of	 each	 phase	 (Palmer	 et	 al.	 2001;	 Lee	 et	 al.	 2001;	 Reith	 et	 al.	 2002;	
Baryamureeba	&	Tushabe	2004;	Beebe	&	Clark	2005).		
	






















Merely	 following	 a	 general	 process	model	 is	 often	 not	 specific	 enough	 to	 handle	 the	 broad	 range	 of	 cases	
typically	 encountered	 by	 law	 enforcement.	 The	 criminal	 could	 be	 an	 IT	 specialist	 and	 conduct	 advanced	
cybercrimes,	 CCTV	 cameras’	 storage	may	need	 to	 be	 analysed,	 or	 data	 leakage	 in	 a	 corporation,	 etc.	 These	
different	situations	often	require	bespoke	methodologies.		
	
After	 the	general	process	procedure	was	clearly	defined,	 researchers	 started	working	on	specific	 issues	 that	
are	more	detailed.	For	example:	1)	refining	a	process	model	by	make	an	improvement	at	a	specific	step	of	the	

















A. Extended	Model	 of	 Cybercrime	 Investigation	 -	 In	 2004,	 several	 process	models	 had	 already	 been	
defined.	 However,	 each	 did	 not	 include	 a	 significant	 aspect	 of	 cybercrime	 investigation	 itself.	 An	
extended	model	of	cybercrime	investigation	was	proposed	by	Ciardhuáin	(2004).	This	model	follows	a	
waterfall	fashion	and	the	necessary	activities	are	conducted	in	sequence.	This	model	allows	iteration	
in	 some	part	of	 the	 investigation,	 for	 example,	 the	 iterative	process	of	 “examination	 -	 hypothesis	 -	
presentation	-	proof/defence”.	
B. Digital	Forensic	Triage	Process	Model	 -	 In	 some	special	 cases,	 such	as	kidnaps	and	hostage	 rescue,	
acquiring	 clues	 from	 digital	 devices	 immediately	 is	 crucial,	 or	 some	 other	 cases	 such	 as	 robbery,	
crucial	 information	is	required	as	soon	as	possible	to	increase	the	likelihood	of	catching	the	criminal	
before	 they	have	escaped	 to	another	 country.	Often	 traditional	models	 are	 insufficient	 for	 this	use	
case	 -	 potentially	 taking	 weeks	 or	 years	 to	 get	 results.	 Tiered	 models	 are	 designed	 to	 expedite	




focused	 on	 data	 acquisition	 process,	 including	more	 detailed	 handling	 on	 live	 data	 acquisition	 and	
static	data	acquisition	in	cybercrime	investigation	(Perumal	2009).		









Some	new	and	popular	 technologies	 result	 in	new	problems	hindering	digital	 forensics	 investigations.	Cloud	
computing	 makes	 evidence	 collection	 more	 difficult;	 Internet-of-Things	 adds	 a	 variety	 of	 new	 device	 and	
storage	forms;	more	digital	devices	connected	into	the	Internet	result	in	an	ever-increasing	volume	of	data.	In	











A. An	 Integrated	Conceptual	Digital	 Forensic	 Framework	 for	Cloud	Computing	 -	As	 the	prevalence	of	
cloud	computing	services	 increases,	collecting	digital	evidence	 from	a	remote	server,	which	often	 is	
stored	in	another	jurisdiction,	has	become	necessary.	In	recent	years,	researchers	in	digital	forensics	







such	as	a	 laptop	or	smartphone.	 It	 is	as	 if	the	investigator	opens	one	door	(physical	digital	evidence	








forensic	 investigation,	 Quick	 and	 Choo	 (2014)	 list	 seven	 requirements	 of	 forensic	 analysis:	 faster	
collection,	 reduced	 storage,	 timely	 review,	 intelligence,	 research,	 knowledge	 management,	 archive	






The	 core	 idea	 of	 this	 framework	 is	 to	 acquire	 a	 subset	 of	 the	 data	 by	 utilising	 data	 reduction	 and	
conduct	intelligence	analysis	through	data	mining.	Obviously,	the	subset	prioritises	files	which	are	the	
most	 crucial	 and	 important	 for	 investigation.	 This	 subset	 is	 much	 smaller	 than	 the	 entirety	 of	 the	
















processing	model	 (Hitchcock	 et	 al.	 2016).	 This	model	 is	 focused	on	 training	non-digital	 evidence	 to	
specialists	 conducting	 the	early	 stage	of	 investigation	on	 scene.	The	 front-line	 investigators	analyse	
the	 pertinent	 information	 first	 and	 a	more	 detailed	 examination	 and	 analysis	will	 be	 subsequently	
conducted	in	the	laboratory.	This	research	on	one	hand	solves	the	problem	of	the	shortage	of	digital	
forensic	 specialists	 in	 law	 enforcement,	 and	 on	 the	 other	 hand	 helps	 relieve	 the	 digital	 forensic	










The	 first	utilisation	 is	 the	computing	power	provided	by	distributed	computing,	which	can	better	handle	 the	
increasing	 magnitude	 of	 data.	 Lee	 &	 Un	 (2012)	 shows	 the	 efficiency	 of	 cloud	 system	 working	 on	 indexed	
search.	Wen	et	al.	(2013)	outline	an	implementation	of	cloud	based	system	to	combat	the	magnitude	of	data	




data	needing	 to	be	analysed,	distributed	computing	systems	could	do	 the	same	work	 in	parallel.	Such	cloud	




















data	 results	 in	 an	 increased	 time	needed	 for	 each	 step	of	 a	 typical	 digital	 forensic	 investigation.	 Leveraging	
cloud	 computing	 with	 its	 significant	 computing	 resources	 would	 be	 one	 obvious	 solution	 to	 this	 issue.	 A	
centralised	data	storage	server	could	expedite	the	process	of	evidence	collection	and	analysis	(Scanlon	2016).	
In	addition,	a	cloud-based	digital	forensics	environment	could	enable	case	detectives	to	directly	connect	and	
perform	preliminary	 analysis	 themselves	 in	 a	 controlled	environment	without	waiting	 for	 expert	 analysis.	 In	
this	 triage	 model,	 DFaaS	 facilitates	 the	 investigators	 preserve	 and	 analyse	 digital	 evidence	 on	 scene	 by	
connecting	 to	 the	 server	 remotely.	 The	 management	 of	 forensics	 environment	 would	 still	 ultimately	 be	
handled	by	digital	forensic	specialists.		
	
A	 broadly	 applicable	 framework	 that	 can	 deal	 with	 numerous	 existing	 situations	 encountered	 in	 digital	
forensics,	while	being	extensible	to	handle	new	technologies	has	always	been	desirable.	DFaaS	enables	this	to	
be	 possible.	 DFaaS	 not	 only	 benefits	 from	 the	 processing	 power	 cloud	 computing	 provides,	 but	 can	 also	
influence	 future	 development	 of	 digital	 forensic	 science	 –	 opening	 up	 new	 possibilities	 for	 collaborative	
investigation.	The	evidence	from	cases	could	be	stored	into	the	cloud-based	system,	making	more	intelligent	










modern	 investigations.	 Overall,	 future	 refinements	 of	 the	 digital	 forensic	 process	 will	 likely	 focus	 on	 usage	





several	 challenges	 for	 digital	 forensics.	 By	 using	 theories	 and	 tools	 from	 data	 science	 to	 address	 these	
challenges	 in	 digital	 forensics	 is	 a	 valuable	 research	direction	 in	 digital	 forensics.	 Considering	 the	 significant	
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